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Cybersecurity Manager in Brno

Description

Our partner helps customers in the field of fasteners and offers an ever-expanding
range of industrial products, tools and safety products from renowned
manufacturers. Our main customers include machinery and equipment
manufacturers (OEMs) and repair and maintenance (MRO) companies, for which,
in addition to quality products and services, we also provide comprehensive supply
solutions (VMI) and the smooth running of their businesses.

The Role

The Cyber Security Manager will be responsible for establishing and managing their
organization’s cyber security program. This includes implementing policies and
procedures, educating staff, coordinating with different departments, and ensuring
that their network and data are secure from threats. The ideal candidate will have a
strong understanding of the latest security principles, techniques, and protocols.

Responsibilities
Job Responsibilities

* Develop, implement and monitor a comprehensive enterprise information
security and IT risk management program.

» Work directly with the business units to facilitate risk assessment and risk
management processes.

» Vendor Security management - Security assessment prior to onboarding
and periodic review of existing critical suppliers, including the assessment
and treatment for risks that may result from partners, consultants and other
service providers.

 Functional administration of Security tools like Web security, Email security
tool, etc

* Establish security procedures and recommendations in collaboration with
the IT leadership team.

» Oversee security partners to ensure services are delivered according to the
agreement, and assist with decision-making processes.

* Responsible for approving operational security measures including
modifications to firewall rules, web filtering parameters, API regulations,
etc.

* Develop incident response plans and conduct drills to ensure the
preparedness of the team.

* Facilitate information security training and awareness programs to educate
employees about the risks.

* Anticipate new security threats and stay-up-to-date with evolving
infrastructures, and keep the management informed about these threats and
vulnerabilities.

Qualifications
Role Requirements
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¢ Bachelor’s degree in Information Technology, Computer Science,
Information Systems, or a related field. Advanced degree is preferred.

¢ Proven experience as a Cyber Security Manager or similar role.

e Experience in creating and managing security policies and procedures.

¢ Possessing a minimum of advanced understanding of security systems,
including firewalls, intrusion detection systems, anti-virus software,
authentications systems, log management, content filtering, etc.

¢ Excellent communication skills with the ability to explain complex security
concepts to non-technical staff.

¢ Good to have: Relevant professional certifications such as Certified
Information Systems Security Professional (CISSP), Certified Information
Security Manager (CISM), Certified Information Systems Auditor (CISA), or
other related credentials.

¢ Languages: fluent English and Czech

Job Benefits
Salary and Benefits:

e Competitive salary

¢ Yearly bonus

¢ regular home office since this is a Hybrid position

¢ Meal allowance and more (23 days of vacation, 3 sick days, regular
barbecues etc.).
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